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The first page contains the instructions for using this risk assessment tool. When the incident is first reported, start with the Breach Notification Log. Create an incident number there which will be included on this Risk Assessment Tool for easy reference.

As you go through each step, you may need to refer to the Policies and Procedures section if you have questions about specific provisions of the HIPAA Rules. The Complete & Easy HIPAA Compliance book also includes further guidance regarding breaches in the “Overview of HIPAA” chapter.
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The first page is the executive summary of the incident. Its purpose is to quickly see what happened and the organization's response. It is not intended to include detailed information of the incident and the response.
Not reportable means that this incident is not a reportable breach under HIPAA rules because it is considered a 'low probability that PHI has been compromised'. However, the reasons for reaching this conclusion must be fully documented. The summary does not have space for complete documentation, however, include a brief description here and add pages or use the following pages as needed.
State Breach Rules: Most states have their own definitions of a PHI breach. To find out what they are, try the following resources:  professional association, health care attorney, internet search (i.e. Arizona patient information breach rules).
Risk Assessment Statement: This is the official statement of findings. If there is a low probability that the risk of PHI being disclosed has been  This Risk Assessment Tools helps to make this determination. However, keep in mind the difference between legal and ethical. Put yourself in your patient's shoes, would you think it was significant if it was your medical information?
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Inadvertent: This example in the HITECH ruling helps to clarify what this means:
“A billing employee receives and opens an email containing protected health information about a patient which a nurse mistakenly sent to the billing employee. The billing employee notices that he is not the intended recipient, alerts the nurse of the misdirected email, and then deletes it. The billing employee unintentionally accessed protected health information to which he was not authorized to have access.  However, the billing employee’s use of the information was done in good faith and within the scope of authority, and therefore, would not constitute a breach and notification would not be required, provided the employee did not further use or disclose the information accessed in a manner not permitted by the Privacy Rule.

“In contrast, a receptionist at a covered entity who is not authorized to access protected health information decides to look through patient files in order to learn of a friend’s treatment. In this case, the impermissible access to protected health information would not fall within this exception to breach because such access was neither unintentional, done in good faith, nor within the scope of authority.”
Acting Under Authority of Covered Entity or BA: An example of this would be when a nurse calls a doctor who provides medical information on a patient in response to the inquiry. It turns out the information was for the wrong patient.

HIPAA Breach Risk Assessment Tool

Incident Report
	Incident Number ____________   Date of Breach ____________ Date of Discovery ___________

Date of Resolution ___________  Duration of Breach (if applicable) from ___________ to ___________


Number of people affected _________
Who reported the incident?

Name: ________________________________________________
Phone ____________________


Address: ____________________________________________________________________________
Summary of incident and our response (attach additional documentation as needed)
Notifications sent to (check all that apply)   Individual    Media    HHS    Individual who reported incident
incident analysis TABLE
	
	Incident Analysis
	Yes/No
	Action

	Step 1

	Does the incident violate the HIPAA Security/Privacy Rule?
See Privacy Rule Standards, page 7

See Security Rule Standards, page 28
	 Yes
 No
	If YES, go to step 2. 

If NO, this is not reportable. Stop here and document your answer below.

	
	Documentation: 

	Step 2

	Does it involve unsecured or unencrypted PHI?
See Breach Notification Rule for approved secure and encryption methodologies.
	 Yes
 No
	If YES, go to step 3. 

If NO, this is not reportable. Stop here and document your answer below.

	
	Documentation: 

	Step 3

	Is it a Breach under State Law?
Refer to your state breach definitions.
	 Yes
 No
	If YES, go to step 4. 

If NO, this is not reportable. Stop here and document your answer below.

	
	Documentation: 

	Step 4

	Does the incident meet any one of the following exceptions?
Complete the Exceptions to Breach Table to appropriately assess and document this step. 

If yes, circle the appropriate exception(s) below:

A. Unintentional

B. Inadvertent

C. Recipient unable to retain data
	 Yes
 No
	If NO, go to step 5. 

If YES, this is not reportable. Stop here and document your answer below.

	
	Documentation: 

	Step 5

	Are any of the following statements true? Check all that are TRUE. The more there are, the lower the risk of a compromise.

PHI has/had been destroyed in accordance with HITECH approved destruction method(s).

There is NO evidence that the PHI has been opened, altered, transferred or compromised in any way.

The recipient of the disclosure is obligated to protect PHI or is considered to be a covered entity under HIPAA rules.

The disclosure did NOT result in further improper use or disclosure? (it was not passed along or shared)
	 Yes
 No
	If NO, the risk is moderate to significant and thus reportable.
If YES, this is not reportable. Stop here and document your answer below. 

	
	Documentation: 


Step 4 Exception Decision Table
	A. Unintentional Breach
If all three of these statement are true, check 'YES”.
1. Access or use was unintentional.

2. The Individual was acting under authority of a Covered Entity/Business Associate.
3. The use of information did not result in further Improper use or disclosure under the Privacy Rule?.
	 Yes   
 No
	If YES, criteria for exception is met. Check “Yes” for Step 4 of the Incident Analysis Table.
If NO, exception criteria has not been meet. Go to B. Inadvertent Disclosure.

	B. Inadvertent Disclosure
Were both individuals authorized to access the PHI (which was not further used or disclosed)?

(e.g., a billing employee receives and opens an e-mail containing protected health information about a patient which a nurse mistakenly sent to the billing employee. The billing employee notices that he is not the intended recipient, alerts the nurse of the misdirected e-mail, and then deletes it.)
	 Yes   
 No
	If YES, criteria for exception is met. Check “Yes” for Step 4 of the Incident Analysis Table.
If NO, exception criteria has not been meet. Go to C. Recipient unable to retain data.

	C. Recipient Unable to Retain Data
If the recipient of the unauthorized disclosure was unable to reasonably retain the information, then check 'YES'.
(e.g., a nurse mistakenly hands a patient discharge papers belonging to a different patient, but quickly realized the mistake and recovers the PHI from the patient, and the nurse reasonable concludes the patient could not have read or otherwise retained the information)
	 Yes   
 No
	If YES, criteria for exception is met. Check “Yes” for Step 4 of the Incident Analysis Table.
If NO, exception criteria has not been meet. Check “No” for Step 4 of the Incident Analysis Table.

	Documentation: 

	
	


	Risk assessment statement

	Based on the answers in steps 1 through 5, I have determined that there is the following risk of PHI being compromised:
  LOW        MODERATE       SIGNIFICANT
  Signature of Privacy Officer
Date

  Signature of Compliance Officer
Date


NOTIFICATIONS MADE
Complete this Notification Section ONLY if breach meets notification requirements. Be sure to document all notifications in the Breach Notification Log.
	Less than 500 People Affected
	MORE than 500 People Affected

	Individuals (check all that apply):
 Written notice
 Substitute notice
 Parent/guardian, if applicable
 Next of kin, if applicable
 Documented in log for annual HHS report
 Other _________________________________________
	Individuals (check all that apply):
 Written notice
 Substitute notice
 Parent/guardian, if applicable
 Next of kin, if applicable
 HHS Immediate Notification
 Media, if applicable
 Other _________________________________________
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Form may only be copied and/or customized by the owner of this book for use in his/her own office.

