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THIS BUSINESS ASSOCIATE AGREEMENT (“BAA”) is made and entered into on this _____ day of __________________, 20____ by and between <NAME OF PRACTICE>, (“PRACTICE”), having its principal place of business at <SPECIFY PRACTICE ADDRESS>, and <NAME OF BUSINESS ASSOCIATE> (“BUSINESS ASSOCIATE”), having its principal place of business at <SPECIFY BUSINESS ASSOCIATE ADDRESS>.

WHEREAS, the PRACTICE maintains certain confidential Protected Heath Information (“PHI”) concerning its patients, and such information includes information created or received by the PRACTICE or created, received, maintained, or transmitted by the BUSINESS ASSOCIATE; and
WHEREAS, the BUSINESS ASSOCIATE and the PRACTICE have entered into an agreement under which the BUSINESS ASSOCIATE provides services to the PRACTICE and, in the course of providing those services, the BUSINESS ASSOCIATE may or will have access to PHI; and
WHEREAS, the parties are obligated under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and to enter into a written agreement under which the BUSINESS ASSOCIATE will agree to appropriately safeguard PHI.
NOW, THEREFORE, the parties agree as follows:

Definitions of Terms
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health Information, Required By Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use.

Specific definitions:

(a) Business Associate. “Business Associate” shall generally have the same meaning as the term “business associate” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean <NAME OF BUSINESS ASSOCIATE>.

(b) Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered entity” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean <NAME OF PRACTICE>.
(c) HIPAA Rules. “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR Part 160 and Part 164.
1. Use and Disclosure of PHI
a) BUSINESS ASSOCIATE will hold and keep the PHI strictly confidential and use and/or disclose PHI only as required or permitted under the terms of the Contract and this Agreement. 

b) The BUSINESS ASSOCIATE may use and/or disclose the PHI for the proper management and administration of the BUSINESS ASSOCIATE, or to carry out the legal responsibilities of the BUSINESS ASSOCIATE. However, such use and/or disclosure must be either required by law or, prior to making use of the PHI or disclosing the PHI, the BUSINESS ASSOCIATE must obtain reasonable assurance from the person to whom the PHI will be disclosed that the PHI: (i) will be held confidentially and used or further disclosed only as required by law or for the purpose for which it was disclosed; and (ii) the person to whom it is disclosed agrees to notify the BUSINESS ASSOCIATE of any instance of which the person is aware in which the confidentiality of the PHI has been breached.

c) The BUSINESS ASSOCIATE may use the PHI to provide data aggregation services to the PRACTICE. Data aggregation means, with respect to PHI, the combining of the PHI by the BUSINESS ASSOCIATE with protected health information received by the BUSINESS ASSOCIATE in its capacity as a BUSINESS ASSOCIATE of another health care provider to permit data analysis that relates to the health care operations (excluding genetic information) of the PRACTICE and the other health care provider.

d) To the extent the BUSINESS ASSOCIATE is to carry out one or more of PRACTICE’S obligation(s) under HIPAA Rules; comply with the requirements of Subpart E that apply to the PRACTICE in the performance of such obligation(s).
e) <MAY NEED TO PROVIDE A SPECIFIC LIST OF PERMISSIBLE PURPOSES, AND REFERENCE UNDERLYING SERVICE AGREEMENTS.>

f) <IN ADDITION TO OTHER PERMISSABLE PURPOSES, THE PARTIES SHOULD SPECIFY WHETHER THE BUSINESS ASSOCIATE IS AUTHORIZED TO USE PROTECTED HEALTH INFORMATION TO DE-IDENTIFY THE INFORMATION IN ACCORDANCE WITH 45 CFR 164.514(a)-(c). THE PARTIES ALSO MAY WISH TO SPECIFY THE MANNER IN WHICH THE BUSINESS ASSOCIATE WILL DE-IDENTIFY THE INFORMATION AND THE PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE OF THE DE-IDENTIFIED INFORMATION>

2. Safeguards to Protect PHI
a) BUSINESS ASSOCIATE agrees to implement and use appropriate safeguards, including protection of electronic data through administrative, physical, and technical safeguards, to prevent use or disclosure of PHI other than as provided for by this BAA. “Appropriate safeguards” include, but are not limited to, physical, administrative, and technical safeguards such as locking cabinets or rooms where PHI is housed, using computer passwords and other security measures to prevent unauthorized access to PHI in electronic format, implementing policies and procedures describing authorized access and use for BUSINESS ASSOCIATE’S workforce, and human resources policies and procedures to enforce these rules.

b) BUSINESS ASSOCIATE will ensure that any of its agents, including, but not limited to any subcontractors that create, receive, maintain, or transmit PHI on behalf of the BUSINESS ASSOCIATE, will agree to the same restrictions and conditions that apply to the BUSINESS ASSOCIATE under the terms of this Agreement.

c) BUSINESS ASSOCIATE will report to the PRACTICE any use or disclosure of protected health information not provided for by the Agreement of which it becomes aware, including breaches of unsecured protected health information as required by HIPAA Rules, and any security incident of which it becomes aware.
3. Reporting to the PRACTICE
a) Improper Use or Disclosure: The BUSINESS ASSOCIATE will report to the PRACTICE any use or disclosure of the PHI that is not permitted under the terms of this Agreement, provided that the BUSINESS ASSOCIATE becomes aware of such improper use or disclosure, including any security incidents.

b) Breach of Unsecured PHI: The BUSINESS ASSOCIATE will immediately report to the PRACTICE any breach of unsecured PHI in accordance with HITECH Section 13402(b). 

<DEPENDING ON THE NATURE OF THE PHI BEING HANDLED BY THE BUSINESS ASSOCIATE, THE PRACTICE MAY WISH TO INCLUDE SPECIFIC TEXT WHICH OBLIGATES THE BUSINESS ASSOCIATE TO HANDLE THE BREACH NOTIFICATIONS TO INDIVIDUALS, THE HHS OFFICE FOR CIVIL RIGHTS (OCR), AND POTENTIALLY THE MEDIA, ON BEHALF OF THE PRACTICE IN ACCORDANCE WITH HITECH AND OMNIBUS FINAL RULE BREACH NOTIFICATION PROVISIONS.>
4. Mitigation
a) The BUSINESS ASSOCIATE will mitigate, to the extent practicable, any harmful effect that is known to the BUSINESS ASSOCIATE of a use, disclosure, or breach of PHI by the BUSINESS ASSOCIATE in violation of the terms of this Agreement, including, but not limited to, compliance with applicable state law or contractual breach requirements.

5. Access to Information
a) Within 5 days of a request by the PRACTICE and in a manner designated by the PRACTICE:

a.i) The BUSINESS ASSOCIATE will make its internal books and records relating to the use and disclosure of PHI available to the PRACTICE and to the Secretary of Health and Human Services, for the purpose of the Secretary determining whether the PRACTICE has complied with the HIPAA Rules.

a.ii) The BUSINESS ASSOCIATE will provide access to PHI in its possession to the PRACTICE or, as directed by the PRACTICE, to a patient, in order to meet the PRACTICE’S obligations to provide access to the PHI to the patient.

a.iii) The BUSINESS ASSOCIATE will provide access to PHI in its possession to the PRACTICE so that the PRACTICE can amend the PHI as required under HIPAA Rules. The BUSINESS ASSOCIATE will also make any amendment to the PHI that is requested by the PRACTICE as a result of the patient having requested such an amendment.

a.iv) The BUSINESS ASSOCIATE will maintain and make available the information required to provide an accounting of disclosures of PHI in its possession to the PRACTICE or, as directed by the PRACTICE, in order for the PRACTICE to provide an accounting of disclosures which it is required to do under the HIPAA Rules.

6. Term and Termination
a) Term: The Term of this Agreement shall be effective as of <INSERT EFFECTIVE DATE>, and shall terminate on <INSERT TERMINATION DATE OR EVENT> or on the date the PRACTICE terminates for cause as authorized in paragraph (b) of this Section, whichever is sooner.

b) Termination for Cause: BUSINESS ASSOCIATE authorizes termination of this Agreement by PRACTICE, if PRACTICE determines BUSINESS ASSOCIATE has violated a material term of the Agreement and BUSINESS ASSOCIATE has not cured the breach or ended the violation within the time specified by PRACTICE. <THE FOLLOWING LANGUAGE IS OPTIONAL AND SHOULD INCLUDE A SPECIFIED TIME FRAME: “and BUSINESS ASSOCIATE has not cured the breach or ended the violation within the time specified by PRACTICE”>
c) Obligations of Business Associate Upon Termination: Upon termination of this Agreement for any reason, BUSINESS ASSOCIATE, with respect to protected health information received from PRACTICE, or created, maintained, or received by BUSINESS ASSOCIATE on behalf of PRACTICE, shall:

c.i) Retain only that protected health information which is necessary for BUSINESS ASSOCIATE to continue its proper management and administration or to carry out its legal responsibilities;

c.ii) Return to PRACTICE or, if agreed to by PRACTICE, destroy the remaining protected health information that the BUSINESS ASSOCIATE still maintains in any form;

c.iii) Continue to use appropriate safeguards and comply with HIPAA Rules with respect to electronic protected health information to prevent use or disclosure of the protected health information, other than as provided for in this Section, for as long as BUSINESS ASSOCIATE retains the protected health information;

c.iv) Not use or disclose the protected health information retained by BUSINESS ASSOCIATE other than for the purposes for which such protected health information was retained and subject to the same conditions set out in section 1 which applied prior to termination; and

c.v) Return to PRACTICE or, if agreed to by PRACTICE, destroy the protected health information retained by BUSINESS ASSOCIATE when it is no longer needed by BUSINESS ASSOCIATE for its proper management and administration or to carry out its legal responsibilities.

d) Survival: The obligations of BUSINESS ASSOCIATE under this Section shall survive the termination of this Agreement.

7. Miscellaneous
a) The following provisions shall apply to this Agreement:

a.i) BUSINESS ASSOCIATE shall indemnify PRACTICE for any losses, costs, or expenses that PRACTICE sustains, including, but not limited to, mitigation expenses or fines under HIPAA, as a result of any breach by BUSINESS ASSOCIATE of any of its obligations under this BAA.

a.ii) BUSINESS ASSOCIATE shall maintain during the term of this BAA a policy of errors and omissions or other comparable insurance with an insurer acceptable to PRACTICE in the amount of <INCLUDE DOLLAR AMOUNT>, covering BUSINESS ASSOCIATE’S obligations under this BAA. The policy of insurance shall name PRACTICE as an additional insured. BUSINESS ASSOCIATE shall furnish to PRACTICE such evidence of this insurance as PRACTICE deems satisfactory upon the commencement of this BAA. BUSINESS ASSOCIATE shall notify PRACTICE of any threatened or actual cancellation or termination of the insurance coverage at least ten days prior to any such action.

a.iii) BUSINESS ASSOCIATE agrees that the terms and conditions of this BAA shall be construed as a general confidentiality agreement that is binding upon BUSINESS ASSOCIATE even if it is determined that BUSINESS ASSOCIATE is not a BUSINESS ASSOCIATE as that term is used in the Privacy and Security Rules.

a.iv) PRACTICE and BUSINESS ASSOCIATE shall not be deemed to be partners, joint ventures, agents, or employees of each other solely by virtue of the terms and conditions of this BAA.

a.v) This BAA shall not be modified or amended except by a written document that is signed by both parties. PRACTICE and BUSINESS ASSOCIATE agree to modify or amend this BAA if the Privacy and Security Rules change in a manner that affects the terms and conditions of this BAA, or the obligations of covered entities and/or BUSINESS ASSOCIATES.

a.vi) No waiver of any provision of this Agreement, including this paragraph, shall be effective unless the waiver is in writing and signed by the party making the waiver.

a.vii) This BAA is entered into solely for the benefit of the parties, and is not entered into for the benefit of any third party, including without limitation, any patients of PRACTICE or their legal representatives.

a.viii) This BAA is not assignable or delegable without the express advance written consent of the party not seeking to assign or delegate.

a.ix) If any provision of this BAA is determined by a court of competent jurisdiction to be invalid or unenforceable, this BAA shall be construed as though such invalid or unenforceable provision were omitted, provided that the remainder of this BAA continues to satisfy all of the Privacy and Security Rules’ requirements for a BUSINESS ASSOCIATE agreement. If it does not, then the parties shall immediately renegotiate this BAA so that it does comply with the requirements of the Privacy and Security Rules, or terminate this BAA and the service relationship between BUSINESS ASSOCIATE and PRACTICE.

a.x) This BAA contains the entire agreement between the parties pertaining to this subject matter, and supersedes all prior understandings, whether written or oral, regarding the same subject matter.

a.xi) The provisions of this BAA dealing with indemnification, insurance, and the construction of this BAA as a general confidentiality agreement shall survive the termination of this BAA for any reason.

a.xii) PRACTICE may amend this agreement, as appropriate, to conform to any new or revised legislation, rules, and regulations including, without limitation, HIPAA, HITECH, or changes to Privacy, Security, or Transaction Standards.
8. Notices
a) Any communications between PRACTICE and BUSINESS ASSOCIATE regarding this BAA shall be in writing, whether or not oral communications have also occurred. Such communications shall be sent or shall be delivered personally, to the following individuals at the following addresses:
<Name of PRACTICE>

<Name of BUSINESS ASSOCIATE>

<Address of PRACTICE>
<BUSINESS ASSOCIATE Address>

b) Written communications may be sent by certified or registered U.S. Mail, receipted courier service, receipted hand delivery, receipted fax, or by receipted email.

9. Construction
a) All understandings and agreements previously made by and between the parties are merged in this Agreement, which alone fully and completely expresses their agreement. This Agreement may not be changed, terminated, nor any of its provisions modified or waived, except in writing signed by all of the parties to this Agreement.

10. Applicable Law
a) This Agreement will be governed by and construed in accordance with the laws of the State of <STATE OF PRACTICE> without regard to its principles of conflicts of law.
b) PRACTICE may amend this agreement, as appropriate, to conform to any new or revised legislation, rules, and regulations, including, without limitation, HIPAA, HITECH, or changes to Privacy, Security, or Transaction Standards.

11. Binding Effect
a) This Agreement shall be binding upon execution of this Agreement and will inure to the benefit of the parties, their heirs, distributees, legal representatives, transferees, successors and assignees.

IN WITNESS WHEREOF, the parties have executed this BUSINESS ASSOCIATE AGREEMENT.

_______________________________________________


________________________


Signature of PRACTICE Authorized Representative



Date

_______________________________________________


________________________


Signature of BUSINESS ASSOCIATE Representative



Date
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