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Consumer Checklist – Medical Identity Theft
Timely detection and preventive actions help minimize the effects of a medical identity theft incident.  This consumer checklist provides proactive responses you can take to help protect yourself.  Not all the items on this list MUST be done (some items may not be applicable to your situation).

1. Review credit reports and place a “Fraud Alert” on them.  As a possible victim of identity theft, you are entitled to a free report.  The three main reporting agencies are:
· Equifax:
www.Equifax.com
800-685-1111
· Experian:
www.Experian.com
888-397-3742
· Transunion:
www.Transunion.com
800-680-7289

2. Review the “Tools for Victims” document published by the Federal Trade Commission 
( www.ftc.gov/bcp/edu/microsites/idtheft/tools.html).  There are several sample letters available to download.  Their ID Theft Affidavit is an excellent form to submit to creditors.

3. For Social Security number related thefts (or suspected thefts), contact the Social Security Administration fraud hotline (800-269-0721).

4. For stolen or misdirected mail, contact the US Postal Service (800-275-8777).

5. For stolen checks, place a “fraud alert” on the check account through the following check verification companies:
Telecheck (800-366-2425) AND Check Services Company (800-526-5380).
6. For Medicare or Medicaid related thefts, contact the Department of Health and Human Resources ( www.hhs.gov/ocr ) 800-368-1019.

7. Contact the HIPAA Privacy Officer (or Information Manager) at the provider’s office or organization where the fraud occurred.  If the provider or organization initially contacted you about a breach and you can verify that your information was used without your consent, provide them with information about your loss.

8. By law, you have a right to request an accounting of disclosures of the provider or organization where the breach occurred.  IF they do not comply, you may file a complaint with the Office for Civil Rights 
( www.hhs.gov/ocr/privacyhowtofile.htm) 866-627-7748.

9. Record detailed notes of ALL identity theft conversations.  Be sure to include the date, name, and contact information in addition to the details of the conversation.  It is a good idea to keep a folder or notebook containing all applicable correspondence including notes, letters and printed emails.

10. Your medical records may be compromised.  You have the right to review them and make corrections.  Work with the provider or organization to make corrections and also to determine if inaccurate records were sent other places.

11. Lastly, don’t forget to change ALL your personal user names and passwords on internet accounts, and computer programs and computers.  Make sure you use complex user names and passwords that are not easy to guess.  Avoid using your name, pets, birthdate, maiden names, and the words ‘password’ or ‘admin’.  ( www.instacode.com/password-info)
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