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Contingency Plan Procedure
The contingency plan for this office is the responsibility of the Security Officer to coordinate and includes the following components:
Data Back-Up 
· This office has created a specific procedure for this component of our plan. See Data Backup Plan for details.

· Backups of all electronic records are done on a daily basis.

· Backups, whether tape, CD, external hard drive or other media, are kept off-site in a secure location, kept in a media vault, or sent electronically via a secure link to a HIPAA approved hosted location.
Disaster Recovery
· A Hardware and Software Inventory and Destruction Log is maintained which lists all hardware and software used which contains PHI. (Hardware includes Fax/Copy Machines, cell phones and all other forms of electronic media)

· A list of all critical data is maintained that is prioritized for determining order of restoration.

· The names and telephone numbers of resources to call for technical assistance and/or compatible hardware and software are in place.

· Employee contact information, roles and responsibilities are kept up-to-date.

· A patient communication plan including a contact and appointment scheduling process has been established.

· A vendor and business partner contact list is also in place with a process to follow to coordinate deliveries.

Emergency Mode Operation
· The Security Officer has keys and codes to access all buildings and computer passwords (or administrative override capabilities) to access critical data.

· A plan has been developed that uses hardware/software from another location in case of an emergency.

· A temporary work site has been identified for use, if needed.

Periodic Testing and Revision
· The contingency plan outlined above is tested every six months to ensure it is functioning and all information is current.

· The following are specifically checked and recorded in the Good Faith Efforts Compliance Log each time the checks are completed:

· Ability to access alternate computers
· Load and run any necessary software programs
· Load, view, and use confidential data
· Ability to involve other staff in the process (serves as an opportunity to practice)
Application and Data Criticality Analysis
· Every other time (once per year) the contingency plan is tested, a review of the specific data and applications will occur to ensure they are still appropriate and necessary.
· All changes to the plan are documented and communicated to the staff.
· This review and any changes will be documented in the Good Faith Efforts Compliance Log.
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