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Data Backup Plan

Purpose
This office has adopted this Data Backup Plan to comply with HIPAA as well as our duty to protect the confidentiality and integrity of confidential medical information as required by law, professional ethics, and accreditation requirements.

Assumptions

This Health Information Data Backup Plan is based on the following assumptions:

· Timely access to health information is crucial to providing high quality health care.

· Health care professionals must have immediate, around-the-clock access to patient information.

· The law, professional ethics, and accreditation standards require us to keep various medical and other records for specified retention periods.

· No existing media are absolutely guaranteed to provide long-term storage without loss or corruption of data.

· A number of risks to health information exist, such as power spikes or outages, fire, flood, or other natural disaster, viruses, hackers, and improper acts by employees and others.

· Reliable backup of data is crucial to this practice’s operations.

Policy

This policy is intended to help protect data integrity, confidentiality, and availability.

All employees who have access to health information must read, understand, and comply with this policy.

The Security Officer is responsible for performing daily backups on our network, including shared drives containing application data, patient information, financial data, and crucial system information.

· The Security Officer is responsible for backing up the system at the end of each business day using a method determined by the Compliance Officer.

· The Security Officer is responsible for ensuring the back-up is electronically stored offsite or removed from the premises to a secure location each night or placed into a fireproof vault.

· When using tapes or other media that may become unstable, the media must be rotated on a weekly basis using at least four different tapes or other media.

· The Security Officer will ensure replacement of backup tapes or other media according to manufacturer’s recommended guidelines. When making replacements, old backup tapes are destroyed according to the Destruction Policy.

· The Security Officer is responsible for testing the validity of tape or other media data and the ability to restore data in the event of a computer system problem, failure, or other disaster at least monthly and more often if necessary to ensure data integrity, availability, and confidentiality.

· Successful restore tests must be logged in the Good Faith Efforts Compliance Log.  Any problems identified during the restore function must be acted on immediately and no later than the same business day that they occur.  Either the Compliance Officer or the Security Officer will contract technical support as needed to resolve problems and ensure the validity of backup data.
· All employees who detect or suspect a data backup problem should immediately report it to the Security Officer.
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