<NAME OF PRACTICE>

<ADDRESS>

<PHONE/FAX>

EMPLOYEE HIPAA PRIVACY and SECURITY RULES Acknowledgment

Employee Name:
Date:


Purpose of HIPAA Acknowledgment
By signing this form, you are verifying you have received specific training and information pertaining to HIPAA Privacy & Security Rules. It is your obligation to practice and apply these rules at all times.
I agree to abide by the following HIPAA Privacy & Security Rules:

· Following the “minimum necessary disclosure standard” protocol when using or disclosing routine protected health information. See “Minimum Necessary Uses and Disclosures of PHI” in the practice’s Policies and Procedures Manual for more information.
· Accessing only patient information for which you have been given authorization, including computer and hard copy files.

· Only logging on using the assigned user ID and only logging on to one computer at a time. If assigned a laptop or other electronic device that contains confidential information, keeping the equipment secure at all times.

· Practicing confidentiality and heightened sensitivity to the use of identifiable health information used in the daily business practice.

· Not engaging in disclosure of patient information except for treatment, payment, and/or operation purposes.

· Responding to patient requests for their personal records using the practice’s protocol.

· Referring violations of the HIPAA Rules by business associates directly to the practice’s designated Privacy Officer.

· Reporting any inadvertent access to PHI.
· Attending initial HIPAA training as well as any additional HIPAA training required by the practice
· Not downloading or installing games, data, or software without prior approval from the Security Officer.
· Shredding all confidential data prior to discarding (including phone messages from patients, etc.)
· Following the company Fax, Photocopy, Text, and Email Procedures.
· Following the company Internet Security Policy.
· Following the company Password Policy for Securing Electronic Data.
Consequences

· It is understood that an employee’s failure to comply with the federally required HIPAA Rules will result in disciplinary action, up to and including immediate termination. 

· Violations of HIPAA Rules will automatically result in written documentation of the incident and the corrective action to be taken. 

· The practice will not risk its established reputation and will advise potential future employers of wrongdoing related to HIPAA disclosures. 

· Additionally, federal law provides for referral for criminal charges against a person who knowingly and in violation of the law obtains or discloses individually identifiable protected health information. This includes fines and imprisonment based on severity.

Acknowledgment

· I understand and acknowledge that in consideration of my employment and/or compensation from <PRACTICE NAME>, I hereby agree that I will not at any time - either during or after my affiliation with <PRACTICE NAME> - use, access, or disclose PHI except as authorized by my responsibilities for and in behalf of <PRACTICE NAME>.

· I understand that my obligations of non-disclosure and confidentiality continue beyond the termination of my employment or affiliation with <PRACTICE NAME>. This obligation extends to all information I obtained, whether oral, written, or electronic.

Employee’s Signature________________________________________________ Date___________
Form may only be copied and/or customized by the owner of this book for use in his/her own organization.
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