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	ADMINISTRATIVE — POLICIES AND PROCEDURES

	
	
	
	
	Compliance, Privacy, and Security Officers and Contact Person have been identified. Signatures of acknowledgment are completed and filed.
	
	
	· Designation of Compliance, Privacy and Security Officers: Resource 774
· Employee Forms section - Resources 763-768
	

	
	
	
	
	Patient sign-in sheet excludes confidential patient information.
	
	
	
	

	
	
	
	
	Daily schedule is either out of view or does not contain any identifiable confidential patient information regarding procedure(s) to be performed.
	
	
	
	

	
	
	
	
	HIPAA Notice of Privacy Practices document is prominently posted in the lobby as well as on the practice’s website (if applicable).
	
	
	· HIPAA Notice of Privacy Practices: Resource 776
· Good Faith Efforts Compliance: Resource 770
	

	
	
	
	
	HIPAA Notice of Privacy Practices is up to date and any amendments or changes have been made available to our patients. Sign has been posted to inform patients that their rights have changed.
	
	
	· HIPAA Notice of Privacy Practices: Resource 776
· Good Faith Efforts Compliance: Resource 770
	

	
	
	
	
	Signed Acknowledgment of receipt of Notice of Privacy Practices are filed appropriately. 
	
	
	· Acknowledgement of Receipt of HIPAA Notice of Privacy Practices: Resource 750
	

	
	
	
	
	In cases where a patient refuses to sign the Acknowledgment of Receipt of Notice of Privacy Practices, a clearly outlined protocol exists that ensures staff members made a “good faith effort” to obtain the signature; a process is also in place whereby the refusal is documented and filed in the patient’s file.
	
	
	· Acknowledgement of Receipt of HIPAA Notice of Privacy Practices: Resource 750
	

	
	
	
	
	Additions and changes to policies and procedures that are needed to stay HIPAA compliant are provided, as needed.
	
	
	· Policy and Procedures section: Resource 791
	

	
	
	
	
	If an Office Policy Manual is in use, it includes HIPAA protocols.
	
	
	
	

	
	
	
	
	Policy exists which states how confidential information will be handled: who has access to confidential data filed int he office and on the computer (in other words, only those who need to have access to confidential information have permission to access it.)
	
	
	· “Minimum Necessary Uses and Disclosures of PHI” in Chapter 3 — Policies and Procedures

· Employee HIPAA Privacy and Security Rules Acknowledgement: Resource 765
	

	
	
	
	
	Policy exists that clarifies expectation that staff will apply the “minimum necessary” standard when sharing confidential information.
	
	
	· “Minimum Necessary Uses and Disclosures of PHI” in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rules Acknowledgement: Resource 765
	

	
	
	
	
	Who may disclose PHI and the circumstances for disclosing it is in writing.
	
	
	· “Minimum Necessary Uses and Disclosures of PHI” in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rules Acknowledgement: Resource 765
	

	
	
	
	
	A procedure is in place to ensure that confidential patient information received by the office is handled appropriately.
	
	
	· “Minimum Necessary Uses and Disclosures of PHI” in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rules Acknowledgement: Resource 765
	

	
	
	
	
	A formal procedure exists that ensures patient requests for data are documented and tracked.
	
	
	· Patient Record Access Request: Resource 787

· Patient Request(s) Regarding Health Care Records: Resource 790
· Patient Request Log: Resource 789
	

	
	
	
	
	A written protocol exists regarding whether to give access to data requested by a patient and a method for communicating if the request is denied.
	
	
	· Patient Record Access Request: Resource 787

· Response to Patient Request: Resource 797
	

	
	
	
	
	A policy exists that lists under what circumstances a fee will be assessed for providing copies of patient records and the amount of the fee(s).
	
	
	· “Patient Access to their PHI” in Chapter 3 — Policies and Procedures
· Patient Record Access Request: Resource 787
	

	
	
	
	
	A policy exists for patient requests to transmit PHI to a third party. This policy includes immunization records release provisions.
	
	
	· Patient Authorization for Release of PHI form: Resource 784
	

	
	
	
	
	A formal procedure exists that ensures patient requests for modifications and/or amendments are documented and tracked.
	
	
	· Patient Request(s) Regarding Health Care Records: Resource 790
· Patient Request Log: Resource 789
	

	
	
	
	
	A process is in place for deciding whether to grant patient requests for modifications to their records and includes a method for communicating the decision to the patient.
	
	
	· “Patient Access to their PHI” in Chapter 3 — Policies and Procedures
· Patient Record Access Request: Resource 787
· Response to Patient Regarding Request to Amend Records: Resource 798
	

	
	
	
	
	A written procedure is developed that ensures confidential patient data being transferred to other providers are handled appropriately and documented.
	
	
	· Fax, Photocopy and Email Procedure: Resource 769
· Release of Information Via Fax Transmission: Resource 795
	

	
	
	
	
	A complaint resolution process is in place that documents all complaints and how they are resolved and includes all sources of complaints such as phone calls, face-to-face conversations or written communications.
	
	
	· “Complaint Procedures” in Chapter 3 — Policies and Procedures
· Patient Complaint Form: Resource 785
· Patient Complaint Log: Resource 786
· OCR Health Information Privacy Complaint: Resource 781
	

	
	
	
	
	A formal procedure exists to address possible HIPAA Privacy or Security Breaches. This procedure includes a risk analysis and process for making proper notifications.
	
	
	· See the following sections from Chapter 3 — Policies and Procedures 
· “Mitigation of Known Harm from an Improper Disclosure of PHI”
· Security Management”
· Chapter 1.6 — Breach Notification
· Chapter 4.6 — Breach Tools
	

	
	
	
	
	A HIPAA Privacy and Security Audit Program is in place to be completed annually.  It includes a risk analysis.
	
	
	· HIPAA Compliance Audit: Resource 772
· HIPAA Compliance Officer Duties: Resource 773
	

	
	
	
	
	A policy is in place that prohibits employees from adding software to computers without prior permission from the Security Officer.
	
	
	· Employee HIPAA Privacy and Security Rules Acknowledgment: Resource 765
	

	
	
	
	
	A policy is in place for Marketing, Fundraising and ‘Sale’ of PHI which meets Omnibus Final Rule guidelines (including opt-out’ instructions). 
New Patient Authorizations are in place for these activities.
	
	
	· Marketing, Fundraising & Sale of PHI in Chapter 3 — Policies and Procedures
· Authorization to Use or Disclose PHI for Marketing, Fundraising, or Sales form: Resource 752
· Chapter 4.2 — Patient Forms
· Marketing info by HHS: Resource 723
	

	
	
	
	
	A policy is in place to handle PHI Disclosure Restrictions to Health Care plans when patient has paid-in-full out-of-pocket.
	
	
	· “Restrictions on Use of PHI” in Chapter 3 — Policies and Procedures
· Patient Request(s) Regarding Health Care Records form: Resource 790
	

	
	
	
	
	A policy exists regarding “Opt out” and “Opt in” for Research, Fundraising and Marketing.
	
	
	· “Marketing,” “Fundraising,” and “Sale of PHI” in Chapter 3 — Policies and Procedures
	

	
	
	
	
	If participating in any medical research projects, a procedure is established for participant authorization. This includes clearly identified “Opt out” and “Opt in” procedures.
	
	
	· HIPAA Notice of Privacy Practices: Resource 776
· Research information by HHS: Resource 724
	

	
	
	
	
	A policy is in place regarding Notification to persons involved in patient’s care (i.e. family, friends, care-givers, etc.) 
	
	
	· "Providing Information to Family and Friends of Patients Involved in Care" in Chapter 3 — Policies and Procedures
	

	
	
	
	
	Limited Data Set agreements have been reviewed to ensure compliance with Omnibus Rule provisions. New agreements have been executed where necessary. 
	
	
	· Limited Data Sets (LDS)” in Chapter 1.3 — Privacy Rule

	

	ADMINISTRATIVE — TRAINING

	
	
	
	
	Staff is trained on specific Privacy and Security requirements for the practice.
	
	
	· "Staff Training and Management" in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rule Acknowledgment: Resource 765
· HIPAA Employee Training Log: Resource 775
	

	
	
	
	
	Completion of HIPAA training has been documented and placed in each individual’s employment file.
	
	
	· Employee HIPAA Privacy and Security Rule Acknowledgment: Resource 765
· HIPAA Employee Training Log: Resource 775
	

	
	
	
	
	Process is established for regular staff refreshers on privacy and security issues with a mechanism to document that the training occurred and files It appropriately.
	
	
	· "Staff Training and Management" in Chapter 3 — Policies and Procedures
· HIPAA Employee Training Log: Resource 775
· Good Faith Efforts Compliance Log: Resource 770
	

	
	
	
	
	All staff members have been trained on the expectation that the minimum necessary standard will be used across all areas of practice impacted by PHI.
	
	
	· Employee HIPAA Privacy and Security Rules Acknowledgement: Resource 765
	

	
	
	
	
	All Staff has been trained on the new Out-of-Pocket restrictions procedure and training has been documented appropriately.
	
	
	· “Out of Pocket Restriction” in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rule Acknowledgement: Resource 765
	

	
	
	
	
	Identified Business Associates (BAs) have revised contracts and Business Associate Agreements to ensure HIPAA privacy and security compliance expectations.  

Possible vendors include:

•
Software/Hardware

•
Billing services

•
Accounting services

•
Auditors

•
Attorneys

•
Collection agencies

•
Data storage facilities

•
Temporary employment agencies

•
Malpractice insurance companies

•
Business consultants

•
Quality assurance companies 

•
A/R contractors

•
Shredding companies

•
X-ray support/destruction companies

•
IT Consultants
	
	
	· Business Associate Agreement: Resource 756
· Business Associate Contract and Data Access Log: Resource 757
	

	
	
	
	
	A procedure is in place to be used by employees to report HIPAA violations by business associates.
	
	
	· Employee Report of HIPAA Violation by Business Associate: Resource 767
	

	
	
	
	
	An intervention strategy is developed to use when made aware of BA violation.
	
	
	· "Security Management" in Chapter 3 — Policies and Procedures
· Employee Report of HIPAA Violation by Business Associate form: Resource 767
· Business Associate Inappropriate Disclosure Log: Resource 758
	

	ADMINISTRATIVE — FORMS

	
	
	
	
	All required HIPAA compliant forms are in use. For example:

•
Acknowledgment of Receipt of Notice of Privacy Practices: Resource 750
•
Patient Authorization for Release of PHI: Resource 784
•
Report of Non-Routine Disclosures: Resource 796
	
	
	· Chapter 4 — HIPAA Forms
	

	
	
	
	
	Confidentiality statements appear on all email and fax correspondence


	
	
	· Release of Information Via Fax Transmission: Resource 795
· Fax, Photocopy, Text and Email Procedures: Resource 769
	

	ADMINISTRATIVE — HUMAN RESOURCES

	
	
	
	
	The office conducts appropriate background/reference checks prior to hiring; including criminal background check, past employer(s), and personal references. The results are documented. 
	
	
	· “Administrative Safeguards” in “Security Management” section of Chapter 3 — Policies and Procedures
· Federal Exclusions Database: Resource 268
	

	
	
	
	
	Specific duties and accountabilities are outlined for Privacy, Security and Compliance Officer in job descriptions.
	
	
	· “Designation of Compliance, Privacy and Security Officers” in Chapter 3 — Policies and Procedures
	

	
	
	
	
	“Minimum Necessary” standards are included in staff job descriptions and discussed in training.
	
	
	· Minimum Necessary Uses and Disclosures of PHI” in Chapter 3 — Policies and Procedures
	

	
	
	
	
	A process is in place that tracks employee HIPAA Violations and outlines in writing the potential consequences for employee violations. 
	
	
	· “Administrative Safeguards” in “Security Management” section of Chapter 3 — Policies and Procedures
· Employee HIPAA Violation Log: Resource 766
· Employee HIPAA Privacy & Security Rules Acknowledgment: Resource 765
· Employee Confidentiality Agreement: Resource 763
	

	
	
	
	
	The office has a procedure in place regarding access to confidential records and access to computer information that may contain confidential information (i.e. only people who need to have access to do their jobs are granted permission to have access. Password access is granted only to the data required for each individual to perform his/her job.  This information is tracked in writing.
	
	
	· “Minimum Necessary Uses and Disclosures of PHI” in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rules Acknowledgment: Resource 765

· Employee Data Access Log: Resource 764
	

	
	
	
	
	A process is in place to immediately retrieve keys, portable media (e.g., flash drives, laptops, data etc.), delete passwords, and deny building access for those who terminate employment with the practice.
	
	
	· Employee Termination Checklist: Resource 768
	

	
	
	
	
	Each staff member has his/her own unique user ID and password.  The password is changed regularly (approximately every 3 months). This is true for all electronic equipment which contains PHI including desktops, laptops, tablets, PDAs, phones and other devices such as copiers.
	
	
	· “Minimum Necessary Uses and Disclosures of PHI” in Chapter in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Rules Acknowledgement: Resource 765

· Password Tips for Securing Electronic Data: Resource 783
· Password Tips: Resource 725
	

	
	
	
	
	An emergency access procedure is in place to obtain necessary health information in an emergency through administrator override capability or a regularly-maintained list of passwords kept by the security officer.
	
	
	· Password Tips for Securing Electronic Data: Resource 783
· Contingency Plan Procedure: Resource 760
	

	PHYSICAL

	
	
	
	
	The reception/lobby area is configured to control patient and non-employee traffic flow as much as possible, and the person serving as the “receptionist” clearly understands his/her role is to limit access and facilitate appropriate traffic flow in the office.
	
	
	· "Physical Safeguards" in Chapter 3 — Policies and Procedures
	

	
	
	
	
	Building access including keys and codes are tracked and managed effectively for both employees and other service providers.  When service providers are granted access to PHI, a mechanism is in place to monitor the provider’s activities.
	
	
	· Employee Data Access Log: Resource 764
· Business Associates Contract and Data Access Log: Resource 757
	

	
	
	
	
	Facility locks are adequate to thwart potential intruders.  If there is an electronic entry or alarm system, it is routinely audited, codes are changed at least every 3-6 months, and the process is documented.  
	
	
	· "Physical Safeguards" in Chapter 3 — Policies and Procedures
· Good Faith Compliance Efforts Log: Resource 770
	

	
	
	
	
	Paper records, such as medical records, employee notes, laboratory reports, consumer reporting information and faxes are stored with appropriate safeguards and are out of view and protected from possible access by patients or other non-staff individuals. 
	
	
	· "Physical Safeguards" in Chapter 3 — Policies and Procedures
	

	
	
	
	
	Archived patient records are stored securely.
	
	
	· "Minimum Necessary Uses and Disclosures of PHI" in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Acknowledgment: Resource 765
	

	
	
	
	
	Computers, computer screen images and fax transmissions are not viewable by patients and non-staff individuals.
	
	
	· "Technical Safeguards" in Chapter 3 — Policies and Procedures
	

	
	
	
	
	Laptops and other portable equipment that stores confidential patient information is secure and accessible only by authorized staff members.  All employees, especially the users of mobile devices, clearly understand these expectations.
	
	
	· "Physical Safeguards" in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Acknowledgment: Resource 765
· Your Mobile Device and Health Information Privacy and Security – by HHS: Resource 280
	

	
	
	
	
	There is a patient record retention, storage, and purge process that includes when and how patient records will be destroyed. Federal laws require that patient records be saved 7 years (verify with your state to see if there are longer requirements.) HIPAA compliance records must be stored a minimum of 6 years or as long as medical records are retained.
	
	
	· “Record Retention”in Chapter 3 — Policies and Procedures
·  Destruction Policy: Resource 762
· Record Retention and Purge Log: Resource 794
	

	
	
	
	
	Employees shred all confidential documents before they are discarded, including such items as patient phone messages.


	
	
	· "Documentation and Record Retention”in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Acknowledgment: Resource 765
· Destruction Policy: Resource 762
	

	
	
	
	
	Records related to HIPAA compliance, including policies, procedures and forms, are kept six years after the date the documents are updated or changed.


	
	
	· "Document and Record Retention" in Chapter 3 — Policies and Procedures
· Employee HIPAA Privacy and Security Acknowledgment: Resource 765
	

	
	
	
	
	A procedure is in place to ensure laptops, desktops, PDAs, phones, fax/copy machines and other electronic devices containing PHI are properly destroyed or wiped clean when no longer in service.  Back up discs, tapes, etc. are also properly destroyed when no longer needed.
	
	
	· Destruction Policy: Resource 762
	

	
	
	
	
	Confidential conversations between/among staff about patients occur in a secure location.
	
	
	· Employee Confidentiality Agreement: Resource 763

	

	
	
	
	
	Access to locations where protected health information is stored and/or used is only authorized for those individuals who require access to do their jobs.
	
	
	· "Minimum Necessary Uses and Disclosures of PHI" in Chapter 3 — Policies and Procedures
· Employee Data Access Log: Resource 764
	

	TECHNICAL

	
	
	
	
	Capability to download and print electronic data are minimized.
	
	
	· Questions to Ask Software & Hardware Vendors: Resource 793
	

	
	
	
	
	A contingency plan is in place to that includes a:

· Data Back-Up Plan
· Disaster Recovery Plan
· Emergency Mode Operation Plan
· Testing and Revision Procedures
· Applications and Data Criticality Analysis
These plans protect patient information and recover records lost in the event of a computer system failure, fire, vandalism, or other natural disaster or emergency. The electronic data backup process is tested every three months and the data criticality analysis is performed at least annually. The tests and analysis are documented.
	
	
	· Contingency Plan Procedure: Resource 760
· Data Back-Up Plan: Resource 761
· Good Faith Efforts Compliance Log: Resource 770
	

	
	
	
	
	A procedure is in place to regularly check the integrity of the media used to back-up data.
	
	
	· Data Back-Up Plan: Resource 761
	

	
	
	
	
	Each computer has a password-protected screensaver that times out every 10-15 minutes or more often, if needed.
	
	
	· Questions to Ask Software & Hardware Vendors: Resource 793
	

	
	
	
	
	A record of all computer systems, tablets, PDAs, mobile devices, phones, other devices that store PHI, and all related software exists and is updated when changes occur. A copy of the list is stored off-site in a secure location.
	
	
	· Hardware and Software Inventory and Destruction Log: Resource 793
	

	
	
	
	
	Firewall protection has been installed, HITECH approved encryption technology is used, and vigilant virus and malware scans are performed.
	
	
	· Questions to Ask Software and Hardware Vendors: Resource 793
	

	
	
	
	
	Software and/or hardware is installed that audits activity and records and analyzes activity within the information systems used by the practice to ensure electronic data has not been altered or destroyed.  The analysis includes: auditing and log-in attempt logs, access reports and security incident tracking reports.
	
	
	· Questions to Ask Software and Hardware Vendors: Resource 793
	

	
	
	
	
	If the practice allows remote access to data via the internet, it has in place a mechanism to authenticate data. It also has the following securities set up: virus protection, malware protection, firewalls, and access controls.
	
	
	· “Administrative Safeguards” in “Security Management” in Chapter 3 — Policies and Procedures
· Questions to Ask Software and Hardware Vendors: Resource 793
	

	
	
	
	
	If the practice communicates with patients via text or e-mail, encryption technology is in place.  Alternately, if encryption technology is not used, the practice has the patient sign a statement acknowledging they understand that text or email communications may possibly be intercepted and privacy breached.
	    
	
	· Questions to Ask Software and Hardware Vendors: Resource 793
· Authorization for Text Messaging: Resource 749
	

	
	
	
	
	The software has a lockout feature that refuses access after three log-in attempts.
	
	
	· Questions to Ask Software and Hardware Vendors: Resource 793
	

	
	
	
	
	The software has administrative password override capability in case of emergency. 
	
	
	· Questions to Ask Software and Hardware Vendors: Resource 793
	

	
	
	
	
	If the practice performs a clearinghouse function within the organization, that clearinghouse function is completely separated from other practice operations. 
	
	
	· “Administrative Safeguards” in “Security Management” in Chapter 3 — Policies and Procedures
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