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HIPAA Privacy Officer Duties
Key Responsibilities
· Assist in developing the policies, procedures and forms required for the Practice’s HIPAA Compliance Plan.

· Ensure correct codes are used with electronic transactions.

· Manage process to ensure compliance when submitting to Medicare.

· Create record retention schedule and purging schedule including the following:

· Monitor and audit patient record retention and purging activities according to the schedule.

· Ensure shredding equipment is available for destroying discarded confidential information and periodically monitor trash to ensure confidential documents are being handled properly.

· Conduct due diligence when using third party vendor to destroy unneeded confidential documents (e.g. check references, accreditation status, or confidentiality policies, etc.)
· Manage the practice’s Business Associates by securing and maintaining the following;

· Secure the required Business Associate Agreement/Contract from each individual or entity.

· Maintain these Agreements/Contracts and update as necessary.

· Ensure return of PHI from Business Associate when contract terminated/services conclude.

· Notify Business Associates of any updates to our privacy and security policies as may be required by law.

· If BA is handling duties of access, amendment and accounting of disclosures, obtain periodic updates/copy of their logs and perform an audit.

· Serve as the staff contact point for reporting evidence of potential violations by Business Associates; update Doctors/Board of Directors as needed.

· Report to Doctors/Board of Directors mitigation status of improper use/disclosures by Business Associates and maintain associated log.

· Handle and maintain Business Associate Inappropriate Disclosure Log.

· Maintain the Business Associate Contact and Data Access Log with renewal dates and amendment provisions. 

· Provide input on appropriate Business Associate contract wording.

· Establish a workforce training schedule on privacy standards and security awareness.

· Monitor the training program to make certain that it occurs regularly and that the training is effective.

· Maintain HIPAA Employee Training Log (Keep records for 6 years).

· Serve as the staff contact point for reporting evidence of potential violations by staff.

· Maintain Employee HIPAA Violations Log.

· Recommend appropriate mitigation of staff privacy and security policy violations.

· Report to Doctors/Board of Directors status of improper staff use/disclosures.

· Monitor the operations of the Practice to make certain that the Practice’s HIPAA Compliance Plan is being properly implemented.

· Determine to what extent the Practice’s HIPAA Compliance Plan needs modification or amendment, and develop and implement those modifications or amendments.

· Document actual practices annually and review the practice and any changes with staff.

· Maintain documentation of ongoing compliance efforts.
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