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HIPAA Security Officer Duties

Key Responsibilities

· Implement, manage and enforce information security directives as mandated by HIPAA and HITECH.

· Ensure the ongoing integration of information security with practice strategies and requirements.

· Ensure all access control, disaster recovery, business continuity, incident response and information risk management needs of the organization are properly addressed. 

· Lead information security awareness and training initiatives to educate employees about information risks.  

· Work with Privacy Officer to make sure training takes place regularly and is documented. Provide regular reminders to employees regarding security requirements and document in the Good Faith Efforts Compliance Log.

· Perform regular audits to ensure information systems are adequately protected and meet HIPAA certification requirements. 

· Test and revise contingency and disaster recovery plans at least every 6 months to include data restoration, a backup computer with proper software, temporary work locations and plans for how to communicate with staff and patients. Coordinate all activities related to restoration, communication and operations in event of emergency.

· Lead an incident response team to contain, investigate, and prevent computer security breaches and ensure situation descriptions and resolutions are both documented appropriately.

· Hold others, and yourself, accountable for following established information security policies and procedures including daily back up of data that is then stored offsite.

· Use the Hardware and Software Inventory and Destruction Log to maintain the list of all software, computers, PDAs, phones and other medical devices that contain protected health information.

· Log, monitor and update passwords and permitted access for each employee (or maintain override access through administrator role). Assign and delete user IDs as needed.

· Facilitate regular password changes for all staff.

· Ensure deactivation/change process is completed immediately upon termination of an employee.

· Review and determine appropriateness of “non-sanctioned” software requested for download by employees. Use the Questions to Ask Software and Hardware Vendors guidelines where applicable.

· Coordinate appropriate destruction of electronic records and equipment that contain protected health information (including fax/copy machines). Use the Hardware and Software Inventory and Destruction Log and/or the Record Retention and Purge Log as appropriate to re-cord these activities.
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