Omnibus Rule Checklist
Use the following checklist to prepare for compliance to the HIPAA 2013 Omnibus Final Rule. It should be used in conjunction with the Complete & Easy HIPAA Complete book which includes guidance and instructions regarding these items. Omnibus Rule changes to HIPAA Rules are identified in the book with these symbols: u  t).

Probably the four most urgent things health care providers should do are the following:

1. NPP:  All providers should immediately update their Notice of Privacy Practices, make copies (or purchase them pre-printed) and post a sign to inform patients that their rights have changed.
2. New PHI restriction:  Determine how your office plans to implement the new PHI disclosure restriction to health care plans when the patient has paid-in-full out-of-pocket. Train staff on these procedures.
3. Subsidized communications:  If you have any 'subsidized' communications or receive any financial compensation for any products or services, carefully evaluate the new rules on Marketing, Fundraising, and the Sale of PHI.  If it applies to you, implement new authorizations, contracts, and policies immediately.  This includes limited data set agreements.
4. Training:  Train your “workforce” so they all understand the changes. In most cases, they will be the front line for HIPAA implementation.

We did not include updating Business Associate Agreements as a top priority because in most cases, there is an extended implementation time frame of up to a year. This provision is discussed in the update Business Associate Agreements section below.

The Checklist that follows in not in any particular order. When you have completed this checklist, add it to your “Good Faith Efforts Compliance Log”.

Update Policies and Procedures:

Review, and update where necessary, your HIPAA Privacy & Security Policies and Procedures to include new provisions regarding the following (examples are in the “Policies and Procedures” document in the downloadable files:

Definition of PHI must include references to genetic information and decedent limitation (no longer considered PHI for someone deceased over 50 years)

Access to records has been updated (this can include PHI maintained electronically even if not an electronic medical record)

Review your “Patient Authorization for Release of PHI” to ensure it meets requirements for the  ePHI request changes:

a) request must be honored in 30 days – whether they are stored on-site or off-site 

b) you may can charge a nominal cost-based fee to reproduce ePHI, and 

c) can be emailed under certain situations (see below).

Limited Data Set (LDS) agreements: If you receive financial remuneration for the LDS arrangement, then it now falls under the “sale of PHI” definition. Also birthdays and zip codes are no longer allowed to be part of a LDS. Review your existing contracts and update/revise as necessary.
	“a covered entity may continue to use or disclose a limited data set in accordance with an existing data use agreement that meets the requirements of § 164.514(e), including for research purposes, until the data use agreement is renewed or modified or until one year from the compliance date of this final rule, whichever is earlier, even if such disclosure would otherwise constitute a sale of protected health information upon the effective date of this rule.”

-Omnibus Final Rule page 172



Include the new patient request to transmit PHI to a third third party on your “Patient Authorization for Release of PHI” form.
	“when an individual directs the covered entity to send the copy of protected health information to another designated person, the request must be made in writing, signed by the individual, and clearly identify the designated person and where to send the copy of the protected health information”

-Omnibus Final Rule page 278



Restrictions to PHI must include option for paid-in-full out-of-pocket services. Procedures need to meet the requirements of the Omnibus Rule.
	“when an individual requests a restriction on disclosure pursuant to §164.522, the covered entity must agree to the requested restriction unless the disclosure is otherwise required by law, if the request for restriction is on disclosures of protected health information to a health plan for the purpose of carrying out payment or health care operations and if the restriction applies to protected health information that pertains solely to a health care item or service for which the health care provider has been paid out of pocket in full.”
“We clarify that these provisions do not require that covered health care providers create separate medical records or otherwise segregate protected health information subject to a restricted health care item or service. Covered health care providers will, however, need to employ some method to flag or make a notation in the record with respect to the protected health information that has been restricted to ensure that such information is not inadvertently sent to or made accessible to the health plan for payment or health care operations purposes, such as audits by the health plan.”

-Omnibus Final Rule page 243, 252



Marketing, Fundraising, sale of PHI, and Research policies and procedures may need to be revised (see below for more information on each of these)

Notification to persons involved in patient’s care

Immunization records release has been simplified where required by law. Only a verbal authorization required in many cases.
Breach

Update Breach Notification “Policies and Procedures”.

Review the revised definition of Breach
	“all impermissible uses or disclosures of PHI are “presumed to be a breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the protected health information has been compromised.”

-Omnibus Final Rule page 306



The new standard is not risk of harm to the individual, but rather the risk that PHI has been breached. Review and update, as required, Policies and Procedures to include the new definitions and risk assessment standard.
Research

Update Research provisions: If any of your activities involve research, then new provisions required by the Omnibus Rule must be included in your Policies and Procedures Manual and Authorizations must be revised to comply:

Compound Authorizations: Do you want to develop and use compound authorizations?

Future Research: Must be clearly identified and distinct from other authorizations. Authorizations must still address each of the core elements and statements required at §164.508(c).

“Opt out” information must be clearly identified and explained.

Does the research used by your organization include Psychotherapy notes? If so, you must use the “Authorization for Release of Psychotherapy Notes” as a separate release. Do NOT  combine with the research authorization.
Fundraising

Review and update Policies and Procedures regarding Fund Raising communications:

Update methods used for Fund Raising communications.

Update data management systems used for communications.

Requirements for opting out of receiving these communications. “Opt out” information must be clearly identified and explained.

Methods to track those who opt out and/or those who opt back in.

Update type of demographic data and other information that Covered Entities (CE) are permitted to use as part of fundraising communications

Update Notice of Privacy Practices (NPP) and Authorization forms

Update your “Notice of Privacy Practices” (NPP) to include Omnibus Rule required text.

Decide how you will notify clients of these to your NPP as required by law. The requirement is different for health plans and providers. Regardless of the notification method used, it must be documented in your “Good Faith Efforts Compliance Log”. Providers do not necessarily need to obtain an updated “Acknowledgment of Receipt of Notice of Privacy Practices” for each individual as they come in. Simply posting a notice at the front desk could do the trick for providers. We have included a sample notice in the downloadable files.
	§ 164.520(c)(2)(iv) requires that when a health care provider with a direct treatment relationship with an individual revises the NPP, the health care provider must make the NPP available upon request on or after the effective date of the revision and must comply with the requirements of § 164.520(c)(2)(iii) to have the NPP available at the delivery site and to post the notice in a clear and prominent location.

- Omnibus Final Rule page 239



Health Plans: Changes regarding genetic information may require changes to your NPP and restrictions on your use of genetic information.
Marketing

Review the new Marketing Definition and determine if changes need to be made to existing policies:
	§ 164.501 marketing means to make a communication about a product or service that encourages recipients of the communication to purchase or use the product or service, where the covered entity receives financial remuneration in exchange for making the communication:



Do you use PHI for Marketing? If so, do you receive any direct or indirect financial remuneration? If you receive compensation, update your “Policies and Procedures” Manual to include information about financial remuneration.

If no exception applies (these are listed in the book, Complete & Easy HIPAA Complete), create an “Authorization for Marketing” form which includes the Omnibus Rule changes. Use the “Authorization to Use or Disclose PHI for Marketing, Fundraising or Sales” form in the downloadable forms.
Fundraising

Review the new Fundraising Definition and determine if changes need to be made to existing policies:
	A communication to an individual that is made by a covered entity, an institutionally related foundation, or a business associate on behalf of the covered entity for the purpose of raising funds for the covered entity is a fundraising communication for purposes of § 164.514(f). The Department has stated that ‘‘[p]ermissible fundraising activities include appeals for money, sponsorship of events, etc. They do not include royalties or remittances for the sale of products of third parties (except auctions, rummage sales, etc.).’’ See 65 FR 82718. Additionally, the Privacy Rule has always required that such communications contain a description of how the individual may opt out of receiving further fundraising communications (§ 164.514(f)(2)(ii)).

...the method for an individual to elect not to receive further fundraising communications should not cause the individual to incur an undue burden or more than a nominal cost...Covered entities should consider the use of a toll-free phone number, an email address, or similar opt out mechanisms that provide individuals with simple, quick, and inexpensive ways to opt out of receiving further fundraising communications.

-Omnibus rule page 222



Do you use PHI for fundraising? If so, do you have a separate authorization for these activities? If so, you will need to update your “Policies and Procedures” Manual to include information about financial remuneration which includes all types of communications (phone, fax, email, mail.)

If no exception applies, create an “Authorization for Fundraising” form which includes the Omnibus Rule changes. Use the “Authorization to Use or Disclose PHI for Marketing, Fundraising or Sales” form in the down-loadable forms.
Sale of PHI

Review the new “Sale of PHI” Definition:
	§ 164.502(a)(5)(ii)(B)(1) sale of protected health information means ‘‘where the covered entity or business associate directly or indirectly receives remuneration from or on behalf of the recipient of the protected health information in exchange for the protected health information’



Does your use or disclosure of PHI fall within the new definition of a “sale” of PHI?

Do any of your current limited data set agreements now fall under the definition of a 'sale of PHI” because you receive financial remuneration?

If no exception applies (these are listed in the book, Complete & Easy HIPAA Complete), update authorization form to include the Omnibus rule changes. Use the “Authorization to Use or Disclose PHI for Marketing, Fundraising or Sales” form in the downloadable forms.

Update Business Associate Agreements

Review the new “Business Associate” Definition. Basically, a business associate is now a covered entity and as such is required to abide by all HIPAA Privacy and Security rules.
	A business associate is anyone who creates, receives, maintains, or transmits Protected Health Information on behalf of a Covered Entity (CE)

“a business associate includes a ‘‘subcontractor that creates, receives, maintains, or transmits protected health information on behalf of the business associate.’’ In response to comments, we clarify the definition of ‘‘subcontractor’’ in § 160.103 to provide that subcontractor means: ‘‘a person to whom a business associate delegates a function, activity, or service, other than in the capacity of a member of the workforce of such business associate.’’ Thus, a subcontractor is a person to whom a business associate has delegated a function, activity, or service the business associate has agreed to perform for a covered entity or business associate. A subcontractor is then a business associate where that function, activity, or service involves the creation, receipt, maintenance, or transmission of protected health information. 

- Omnibus Final Rule page 9



Update your HIPAA Authorization forms as necessary to include new definitions of a BA.

Update your Business Associate Agreements to clearly state the revised responsibility under HIPAA for the BA to protect PHI and appropriately update their sub-contractor agreements because basically anyone who “creates, receives, maintains or transmits” PHI is now a covered entity and is liable for any breaches.
	INSTACODE ALERT: An additional compliance window has been granted in specific situations for compliance with modifications to Business Associate Agreements (BAAs). BAAs that were HITECH compliant prior to the Omnibus Rule are allowed up to a one year transition from the compliance date. September 22, 2014 is the date when all Business Associate Agreements must fully comply with all new Omnibus provisions, unless new contracts were created between March 26 and September 23, 2013. Go to 8 www.instacode.com/baa-extension  for detailed information regarding eligibility for this extension.



Review current subcontractor agreements to determine if they now are considered a business associate and require a BAA.

Review your relationships with other entities. It is possible that you are now considered a BA. If so, understand your new requirements as a BA and update your Policies and Procedures manual as necessary.

Document activities related to this review in your “Business Associate Contract and Data Access Log”.

Training and Other Tasks

Retrain your workforce – this includes ALL affected Staff. Record that training has taken place in your Good Faith Compliance Log. Complete a “HIPAA Employee Training Log” and include in your HIPAA Compliance Manual.

Update HIPAA and Breach Notification Training. Watch for notices from professional organizations. Also, review the available webinars at www.wedi.org/forms/store/CommercePlusFormPublic

Note: on the wedi website, search on “omnibus” and see what they have. There are some free ones. You will have to click  [add to cart] and go through the checkout process in order to view the  recorded session.

Train staff regarding the new out-of-pocket restrictions. All workforce members need to understand the importance of properly identifying records in which the patient has paid-in-full, out-of-pocket, for items services AND is requesting a restriction on these records. Inadvertent disclosures are a breach.

Consider an opt out monitoring program: With new requirements for opting in and out of fundraising, research, sales of PHI and research, your organization may benefit from having one individual responsible for tracking these communications.

Consider adding a BA monitoring program:  Do you need to develop and implement policies and procedures for monitoring Business Associates compliance with HIPAA?

Fifty (50)–Year Provision: Review how you will use a decedents’ PHI in connection with this new provision.
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