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Password POLICY for Securing Electronic Data

No computer system is 100% safe from hacker attempts or other security breaches — internal or external. None. It’s hard to believe that those we trust (including staff members, friends or family) might knowingly engage in this type of behavior; however, mistakes and misuse happen frequently. That is why HIPAA makes it mandatory for our practices to review, implement, and monitor processes tied to securing electronic data to make sure protected health information remains confidential and accessible on a “minimum necessary” basis. 

Since passwords are one of the weakest links in electronic data protection, so our Practice has implemented the following policy to ensure HIPAA compliance. 
1. A unique password is issued for every user on the system, regardless of job title or job duties.
2. Mobile devices with access to PHI must have password protection which should NOT be disabled.

3. Staff must not share passwords among themselves or with anyone else other than the Security Officer.

4. The Security Officer or other designated employee will routinely check around workstations (e.g., under keyboards, on monitors) for sticky notes containing passwords!

5. A list of your passwords may NOT be kept in an unencrypted file on any electronic device including your phone or computer. Passwords must be kept encrypted to avoid detection over internet transmissions. <INSERT PASSWORD MANAGER PROGRAM INFORMATION HERE IF USED BY YOUR ORGANIZATION>> 
6. <IF YOUR ORGANIZATION’S SOFTWARE DOES NOT HAVE AN ADMINISTRATIVE FEATURE WHICH ENABLES ADMINISTRATIVE ACCESS AND OVERRIDES, INCLUDING RESETTING OF PASSWORDS FOR ALL USERS, ADD THE FOLLOWING:> Current password(s) must be given to the Security Officer to securely maintain in case of emergency situations.

7. Staff members are required to change their passwords every <INSERT NUMBER OF DAYS HERE, CHOOSE 60-90 DAYS – 60 DAYS IS RECOMMENDED.> days. When changing passwords, staff members must follow the “Password Guidelines” (see below):
Password Guidelines

Complex passwords tend to be more difficult to hack. The basic format for a password should:
· Consist of nine characters (12-14 preferable)
· Consist of both upper and lower case letters
· Contain at least one special character (e.g., &, $, ^) as long as the program will accept special characters in passwords – some do not
Additional guidelines for creating a unique password include:

· Do NOT use birthdates, names of pets, children, spouse or your own name
· Do NOT use common passwords such as “admin”, “password” or “qwerty” or derivations of these words (e.g., psswrd, password1)
· Use the first letters of a phrase the user can remember
· Remove vowels from a phrase the user can remember
· Replace the letter “o” in a phrase with zeros
· Replace the letter “a” in a phrase with @ signs
· Replace the letter “e” in a phrase with the number “3”

· Add a few special characters from above the number or punctuation keys
· Swear words are not tolerated as they are easily hacked
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