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Questions to Ask Software and Hardware Vendors

1. How long has the company been in business? Who are the investors (if not publicly traded)? Does the company appear able to provide long-term support?

2. What transactions does the product support?

3. What type of training is being offered to help with the HIPAA-related components and what is the cost?

4. Is the software supporting the required transaction and code sets for the type of practice considering the software?

5. How are upgrades handled? What are all the costs – including technical support and training? Do upgrades occur during off-hours? If not, what is the average length of time the system will be down?

6. Is the software able to interface directly with payers, clearinghouses and/or third-party administrators?

7. Does the software have the ability to require unique user IDs?

8. Can access be limited to certain areas within the software based on an individual’s user id and/or password? In other words, is the administrator able to limit access based on need to know?

9. Does the software have the capability to time-out with non-usage and require a password to log back in? May the administrator control the log-out timing?

10. Does the software have a built-in mechanism that requires passwords be changed regularly? If so, will it send reminders to users about changing their passwords?

11. Does the software include a field to indicate whether a patient has signed his/her Acknowledgment of Privacy Practices form or other pertinent data? (flagging process?)

12. Does a practice have the ability to create HIPAA compliant forms, memos, etc., save them and not have them disappear whenever there is an upgrade? Is there an additional cost involved in uploading/retaining the customized documents?

13. Does the software have tracking and analysis capabilities? Does it have the ability to create audit logs, access reports, log-in attempts and incident tracking reports as requested?

14. Does the software have built-in firewalls and encryption technology? What about virus protection? If there is virus protection, is it downloaded automatically?

15. Do vendors of secure messaging solutions have access controls and procedures on place to restrict unauthorized physical access to their secure servers? Do they use HIPAA-approved encryption technology?
16. Does the software have a lockout feature that refuses access after three log-in attempts?

17. Does the software have administrative password override capabilities in case of emergency?
18. If the practice uses remote access, does the software have the ability to authenticate remote users?

19. Leased Equipment (fax/copy machines): Do they take responsibility for scrubbing the memory at the end of the lease?

Form may only be copied and/or customized by the owner of this book for use in his/her own organization.

Form Copyright © 2005-2017 v2.1 by Find A Code, LLC

