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Worksite/Office Procedures

Definitions
PHI: Individually identifiable protected health information is any information, whether oral or recorded, in any form or medium, that:

1. Is created or received by the Practice.

2. Relates to the past, present, or future physical or mental health or condition of a patient, or relates to the provision of health care to the patient, or relates to the past, present or future payment for the provision of health care to the patient.

3. Identifies the Patient, or with respect to which there is a reasonable basis to believe the information can be used to identify the patient.

Worksite: The place where the employee performs their tasks, also called a workstation. 

Procedure

There will be, at any given time within the Practice (Office), a number of individuals who are not involved with a patient’s care and treatment (“Non-Authorized Persons”). Moreover, Protected Health Information (PHI) as defined by HIPAA Rules is used in many places at many times during the day. Therefore, it is necessary to exercise caution at all times in order to avoid any unauthorized disclosures of PHI to Non-Authorized Persons. For that reason, all personnel will abide by the following procedure:

1. When working with PHI or verbally discussing PHI, the employee will remain vigilant regarding the presence of Non-Authorized Persons. If a Non-Authorized Person is nearby, the employee will quietly communicate the PHI so that the Non-Authorized Person does not hear the substance of the PHI being discussed.

2. If the employee is required to leave his/her worksite or office and leaves PHI behind, the employee will use his/her best efforts to do that which is necessary to avoid an unauthorized disclosure of PHI to a Non-Authorized Person. 

Examples: an open file should be closed, screen savers and passwords should be used to minimize the visibility of PHI on a computer screen, and PHI should be put away or placed out of site, if practicable.

3. If a “Non-Authorized Person” enters the workspace while an employee is there, the employee will use his/her best efforts to do that which is necessary to avoid any unauthorized disclosure by closing patient files or minimizing the computer screen to obscure any PHI visible in the workspace.

4. Hardware or electronic media (e.g., laptop, flash drive) which contain PHI may not leave the Practice’s facility without the express permission of the Compliance Officer. If granted permission, you are required to secure the equipment when not in use through approved encryption methodologies and other physical safeguards.
Reminders

All employees are encouraged to remind each other of the importance of maintaining the confidentiality of a Patient’s PHI.
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